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Function name
li __wb64_mingwthr_remove_ke
sub_d026F0
sub_402820
sub_402880
B3 sub_4028E0
sub_402950
_IsNonwritablelnCurrentimag
Ii __mingw_enum_import_librar)
sub_402AD0

_set_app_type
n __getmainargs
sub_4028D0

sub_402C20

_iob_func

sub_402D00

n sub_40C000

sub_40C13A inul
sub_40C318 sbb
sub_40D114
sub_40D120
sub_40D834
sub_40E12F
sub_40EA47
sub_40EEF3
sub_40F378
sub_40F414
sub_40F7C1

Line 45 of 71

7=, Graph overviey

: [ Lbrary function [l Regular function  Instruction [l Data |

Unexplored

External symbol ll Lumina function

®x BA

loc_4189DE: call

edx, [rbp+52n], sub

robp cmp

short loc_48FB99 push
push
push
push
push
pushf
call
mov
call
push
push

loc_40FBA47:

ecx, [rsi+52h],
al,

[rsp+42n+var_42], rbp
rbp, [rsp+42h+var_32+2]

small word ptr [rsp+42nh+var 32]

loc_40FB71:

rax, [r11-

rbp

ril

rsp, [rsp+2]

dword ptr [rsp+
rax, ri3

dword ptr [rax], 1
ri4,

+var 3A+6],

v ¥

nop

rbx, jnz
rbx, rsi

ris

rdi

rdi

r9

$+

[rsp*+32h+var_32], ri3
loc_418A2A

r9

rsi

rax, [r8+rax*g+
ebx,

Structures

ime

_CONTEXT
_CONTEXT: : $D2ECA93702C646ACI
XMM_SAVE_AREA32

M128A
_CONTEXT: : $D2ECA93782C646AC
_EXCEPTION_POINTERS
_MEMORY_BASIC_INFORMATION
_RTL_CRITICAL_SECTION
_exception

000008000

near ptr loc_411A4F+
short loc_41096F

test
movzx

loc_418141 jz

eax, word ptr [rcx+6]

loc_4108EB:

riz,
eax,

word ptr [rax+rax+
word ptr [rax+rax+8
near ptr loc_41073F+
dword ptr [rax+88h]
xmmword ptr [rsp+4
rsi

rax, rsi

xmm8, quord ptr [rcx+26nh]
eax, word ptr [rax+rcx+6]
rsi

1, xmmé

riz

al

000091195 0000000000410119:

2. _CONTEXT::3D2ECA93702CE€4€ACAFACDS24BESESFEB (

100.00% (2253,2195) /(1,1€€) 00005119 0000000000410115: sub 40FABA+ESF (Synchronized with Hex View-1)

B output
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Propagating type information...

Function argument information has been propagated

lumina: applied metadata to 8 functions.

The initial autoanalysis has been finished.

short loc_410E8D

S1 2R FF FF 48

sub_40FABA+€SF (Synchronized with

.U3yH.F. 1RV.E\..
A e
.-NAM&Et "1 ..k.
(EcP.T.0U. £Nta. .
|$p.0OSIH.DLH.&(.
|SH7VE™.,, D " HxE
H. RzistXfsHTdsr
H%. $HT, -EU HTd$F
Lx<sLils. ... f

eFaMxAL )Nt. UxCbo
.H)CH XE...RReF
N 4$H.D$.0* "H.D
$.7...RaxK[GGOol
JKdCgBHeayYDhoV"
fOX1FQ\Cd{ JMMC]E
aBRxM\ikxHfK_eel

IDA View-A)



Symbols 3‘:er @) sg.exe (PE Linear) % T a.cpp.ez.exe (PE Linear) ¢ ] Feature Map BX
sub_48fd17 B - S . - -

9048£81d arg8 = rcx_2
:zg-:g::;: 0040821 1abel_4ef821:
i ioFine 8040821 void* rax_11
sub 48feda 00401821 void*® rcx_ 3
sub 4BFF36 08401821 Im:od__t rdx_5S
Sub_deffée 00481821 void* r8 3
G e 8040821 intéd_t r9 2
- 0040£821 rax_11, rcx_3, rdx_5, r8_3, r9.2 = sub_408f855()
sub_4effff
<ib 410053 v 80401826 *(rsp_12 - 8) = arg8
= ( 80408833 *sub_4108f2(rcx_3, rdx_S, r8_3, r9_2, arg5.d, rax_11, rbx_2, arg7, arg8, arg9, ri12, argl2, argl5, arglé, zmm29)
SUb. s fanal 8040838 return
sub_4108108
Zzg—::g:;: 884106d8d 4c 39 e3-64 24 S5a 4b 39 d8 b8 01-060 00 88 Se 98 48 83 ec £ SR ot AT H-<
sub_419141 08410daB 78 4c 89 4c 24 68 00 4f-6f eb da 48 8b 00 6f 1f-84 00 60 060 00 xL.L$h.00..H.........
= 804108db9 75 e2 4c of 45 cl 90 UiELES:
5””—::2153 00410dc8 |C7 60 02 00 00 00 57 4d-89 €2 56 69 WM. Vi
S 1 0041027 48-Sc 48 89 85 56 S 08 06-48 85 CO O1 Of 89 €8 S1-4c 61 7b 4c 98 48 8d 44 N e QLafL.H.D =
= - 00410e40 061 18 83 fa 63 83 c8 ff-08f 85 28 ff ff ff 40 00-44 8D 40 4c 01 ea 48 29-c4 48 01 dB 48 29 d8 4c .......... (...@.D.QL..H).H..H).L
Tags = Symbols 80418e68 8b 40 88 4e 8d 64 e3 B8-Sf 49 .@.N.d.. I
CoRdmeee “% 08410e86 40 66-608 55 43 58 59 4e 58 Sb-79 65 58 6c 64 67 45 45-6d 52 57 65 S5d 58 7b Sb @f"UCXYNX[geXIdgEEmRHe]P{[
» Filter (10) 80410eaB 51 46 Se 58 62 63 53 42-61 41 69 43 79 53 67 46-65 61 48 4c 48 6d Sc 6b-65 Sc 58 4d 68 S5f 6c 56 QFAPbcSBafiJySgFeaHL@m\ke\PM _1V
~ Code References 2} uinté4_t sub_41@ecB(void* argl, void* arg2, char* arg3, uinté4_t arg4, inte4 t arg5 @ rflags, void* argé @ rbp, int32_t* arg7 @ rsi,
~ j_sub_4efeda {13 int32_t* arg8 @ rdi, inté4 t arg9 @ r1@, inté4 t argl® @ ri3, void* argll @ ri15, ints4 t argl2 @ k4, uint32_t argi3[ex1e] @ zmm22,
[F» 88481568 j_sub_d48feda int80_t argl4 @ ste@, intlé_t argl5, int32 t arglé)
~ sub_40fd8a {13}
[3» 0048190 je ox4efell : 88410ecl void* ri2
+ Variable References {8} : 084108ecl _ return_addr = ri2
~bool.c/2 13 80418ecb uintéd_t var 8 = ix.q(argls) ;
= 00410ed3 bool d = test_bit(var_8.w, 6xa
.B-eedefeea poulie 2= Angls e xteeci 00418ed5 void* rbx = *(__return_addr - 8xddes)
RS2 tiargld 31 88410edc void* r12_1 = var_8:2.q
[«}—-6848feBa bool c_2 = argl3 u< 8x7167e271 @B410eed arg 24 = 0
[#}—0848feBa bool z_2 = argl3 == 0x7167e271 80410ef6 bool p = unimplemented fcmp rbx, rax}
[#—0048feda bool s_1 = argl3 - 8x7167e271 s< @ 80410efé6 bool a = unimplemented {cmp rbx, rax}
~bool p_2 {1} 008418efe bool z = rbx == 8x2b992ddfa232
[¥}—0848feda bool p_2 = unimplemented {cmp dword 6e416ef9 var_8:4.q = @8xlc3
~bool a_1 {13 08410efe inté4_t var_c = (add_overflow(rbx, -8x2b992ddfa232) 2 1 : 8) << 8xb | (d 2 1 : 8) << @xa | (rbx - 8x2b992ddfa232 s< 8 2 1 : 8) << 7 | (z 2 1
[#—0048feBa bool a_1 = unimplemented {cmp dword 80410eff intéd _t var_l14 = 8x2b992ddfa232
~bool 2.2 Bl o
= &var H
[«}—-0848feBa bool z_2 = argl3 == Bx7167e271 00410F05 if (2)
xbool: s 1 {3 8e41ef17 *rax = *rax + rax.b
[«}—0048feBa bool s_1 = argl3 - 8x7167e271 s< 8 00410F87 else
00418087 intéd_t rax_1
086418f07 rax_1, argS, argl, arg3, arg9 = sub_411é6é6d(argl, arg2, arg3, argd, rax, rbx)
80410f6C arg2 = r12_1
ee41efef arg_lc = argl.d

_ @p4l18f2a int32 t rax 3 = -1 + arq2.d
A= 1

Log
PE parsing took 1.876 seconds
& Function at 8x140849926 has HLIL condition that exceeds maximum complexity, omitting condition
Added windows-x86_64 entry point at 8x40814f8
Type library ‘kernel32.dl1' imported
il ] L] Tupe library ‘msvcrt.dll’ imported = _——

Selection: Ox40fe0a to 0x40fe12 (Ox8 bytes)  PE~» Linear v Options~ @
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ZERODIUM Payouts for Desktops/Servers’ i

. Windows

RCE: Remote Code Execution Zero Click

mm macOS LPE: Local Privilege Escalation
r N Linux/8SD SBX: Sandbox Escape or Bypass |
Any OS VME:Virtual Machine Escape 2008 N

3003

Edge
RCE+LPE

Safari
RCE+LPE

Mac wAn

2001 b |

Antivirus
RCE

2002

Antivirus
LPE

* All pgyouts are subject to chenge or cagcellation wviithout notice. All trademarks are th

= e sl pum e

3004 5002

Word/Excel
RCE

Firefox
RCE+LPE

win

5007

WinZip
RCE

So0 -

MS Outlook
RCE

b

Adobe PDF
RCE+SBX

Joomla
RCE

Linux

@ property,of their regpective owgers. : p
e ] e e ] e P P

Chrome
RCE+LPE

win
4001 N

MS Exchange
RCE

4004 b |

Dovecot
RCE

Linux
7002 ~

cPanel/WHM
RCE

5005

WinRAR

macOS
LPE/SBX

Mac Lioux:
7009 N 200 b |
RCE RCE

Lintx Uinux

6003

Windows
LPE/SBX

Horde
RCE

U

‘

2019/01, ®zerodiym.com




ZERODIUM Payouts for Mobiles' |

| Up to Android FCP .
$2,500000 Zero Click
- FCP: Full Chain with Persistence | . 10S ] ey
: RCE: Remote Code Execution BN Android 1002 b |
: LPE: Local Privilege Escalation mm Any OS : ;
B Upto SBX: Sandbox Escape or Bypass 10S FCP [

Zero Click

iMessage
RCE+LPE
Zero Click

SMS/MMS
RCE+LPE

3.001 : 2008 N 2007 ~N

iMessage FB Messenger i i Safari
RCE+LPE RCE+LPE RCE+LPE

Persistence
108 /Androld
5001 b | 20m b |

Baseband LPE to Media Files Documents SBX Chrome RCE SBX Safari RCE
RCE+LPE Kernel /Root RCE+LPE RCE+LPE for Chrome w/o SBX for Safari w/o SBX

108 /Androld 105 /Androld 10S /Androks Anarold 108

7001 N 5002 2001 N s002 A} 2002 b |

Code Signing WiFi Information [K]JASLR Passcode
Bypass RCE ia Mi Disclosure Bypass

10S/Andrala 108 /Androld
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